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Alpharetta, Georgia 30005 :
Also Admitted in New York Telephone: (770) 232-9200 '
and Maryland Facsimile: (770) 232-9208
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March 2, 2009

Electronic Filing via
www.fee.gov/ceb/ects

Marlene H. Dortch, Commission Secretary
Office of the Secretary

Federal Communications Commission

445 12" Street, SW

Washington, DC 20554

Re:  Anmual 64.2009(e) CPNI Certification
NECC Telecom, Inc.
Form 499 Filer 1D: 823170
EB Docket No. 06-36

Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), NECC Telecom, Inc. hereby submits its
Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your

attention to this matter.

Respectfully

e .M. Steinhart
Attorney for
NECC Telecom, Inc.

Enclosures
cc: Lucia Popa
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I, Daniel Popa, Prasident of NECC Telecom, Inc., certify that I am an offiuer of the
corpasy named abowve, and acting ag an egent of the company, that | have pevsoral
knowledge that the company hag established operating procedures that are arlequate to
ensure tompliance with-the Commnilssion’s CPNI riles. See 47 C.F.R § 64.2001 er seq.

Attached to this certification a5 Exhible “A” 1s an accompanying statement explainiug
how NECC Telecom, Inc.’s procedures ensure thet the company s in complinnes with
thie recuirements set forth In Secilon 64,2001 ¢¢ szg. of' the Commission's rules,
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NECC Telecomy, Inc. hes not taken any actions {proceedings instituted or petitions
filed by & company at either state commissions, the court system, or at the Commission
against data brokers) against data brokers in the past year, Companies must yeport on sny
information that they have with respeot to the processes pretexvers are uiing to attempt to
accass CPNI, and what steps companies are taking to protest CPNL

NBCC Televom, Inc. has not received any custonwsr complainty in the past year
concerning the unauthorlzed rolease of CPNI (munber of customer complaints a company
has received ralated o unauthorized access 1o CPNI, or unauthorized digelosure of CPNI,
broken down by category or complaint, e.g., instances of Improper acosss by employees,
instunces of mpropar disclosure to individuals not authorized 1o réceive the information,
ar instandes of improper access to onling information by individuzls not suthorized to
view the jnformation),
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Annual 47 C.E.R. § 64.2009(¢) CPNI Certification
EB Docket 056-36

Exhibit A

NECC Telecom, Inc.

Compliance Requirements



NECC TELECOM, INC.
1607 Big Beaver Road, Ste 250
Troy, MI 48083

Exhibit A

Compliance Requirements

NECC Telecom, Inc. {"Company") maintains the following oparating procedures to ensure compliance with the

requirements set forth in Section 64.2001 ef seq. of the Cormmission's rules,

Seetion 64,2005 Use of customer proprietary network Information without customer
approval,

(a) Any telecomumenications carrier may use, disclose, ar permit access to CPINE for fhe purpose of
providing or rearketing service offerings among the categorfes of service (Lo, loval, interexchunge, and
CMRS) 40 which the customer dlready sabseribes from the same carrler, withont custorer approval,

(1} ¥ e iclecommumications carrier provides differens categories of service, and o customer
subseribes to more then one category of service offered by the cartder, the carrier is permitted to share
CPRNI among the camier’s affiliated entifies thet provide a service offering 1o the customner.

(2) ¥ e tslecommundeations carier provides different cafegorios of service, but a customer does
not subscribe $0 more than one offering by the carrier, the carrier & not permitied to share CPNT with s
affifates, except as provided in §64.2007(%)

(&) A telecommunications carriet may 1ot use, disclose, or permit acsess to CPRI to market io &
customer service offerings that are within a category of setvice to wWhich the subseriber does not nlieady
subscribe from that cprrier, widess that cerrier has customer approval to do so, except as described in
paragraph(c) of this seetion,

(1) A wireless provider may nee, dizclose, ox permitaccess vo CPINE derived Tom i provision of
CMRS, without customer approval, for the provision of CPE and information service(y). A wirellne carrler
may use, disolose or permit scoess to CPFNI derived Som ity provision of Joodl exchanpe serviee .or
Interexchange sexvice, without customer approval, for the provision of CPE and call answering, voive meil
or messaging, voloe storage and retrieval services, fux store wmd forward, and protocol converslon,

{2) A telecormmmpications cavder may not use, diselose, o permit access to CPNY to identify or
track customers that oall eomlpeﬁng service providers. For exampls, a looal exchange cartier may not use
Tocal service CPI fo track 21l customers that oall local service competitors.

(¢} A telecommunications casrier may use, disolose, or permit access to CPIY, without customser
approval, 2s desoribed in this pavagraph (¢).

(1) A teleconunpaications caveier may use, disclose, or permit acosss to CFNY, withont eustoreer
approval, in &s provision of inside wiring Installation, mabnterance, and repalr services.

{2) CMRE providers may use, discloss, or permit access to CPNI for the purpose of conducting
research on the health effects of CMRS,



(3) LECs, CMRS providers, and irterconnected VoIP providers may use CPNI, without customer
approval, to market services formerly lnown as adjunct-to-besic services, such as, but not lirited to, speed
dialing, computer-provided divectory assistance, call monitoring, call tracing, call blocking, ¢sll returs,
repeat dialing, call tracking, call walting, caller 1.0, catl forwarding, and certain Centrex featares,

(0} A telecommunications carrier may use, disclose, or permii aceess to CPNI to protect the rights
ot propexty of the carrier, or i protect users of thowe services and other carriers from fravdulont, abusive, or

umlawfal use of, or subscription to, such services.

The Company has adopted specific CPNI policies fo ensnre fhat, in the absence of customer approvel,
CPNI Is ouly used by the Compuny to provide or markey service offerings among the categories of
service (he., local, interexchange, and CMRS) (o which the customer already subscribes. The
Conpany's CPNI policies prohibit the sharing of CPNI with affilinted companies, except as permitted
witder Rule 64.2003()(1) or with custommer approval prysieant to Rule 64.2007(b). The only exceplions
{0 these poiicles are as permitied under 47 U.S.C. § 222(8) and Rule 64.2005.

Seection 64,2087 Approval required for use of custpmer proprietary network information.

(2} A (elecommunications carrler may obtait approval through written, oral or electronic
methods,

(1) A telecommunrications carrier relying on oral approval shall bear the burden of demonstrating
that such approvai has been given in compliance with the Commission’s rules In this part.

{2) Approval or disapproval to use, disclose, or permit accoss 10 a cistomer’s CPNI obtained by a
telecommunications cartler must remain in effect wutil the customer revokes ar limits sueh approvel or
disapproval,

(3} A telecommunications carrier must maintain records of approval, whether oral, written or
electrorde, for at least one year,

In all circumstastess where ensiomer approval I required fv use, disclose or permit access fo CPNI, the
Company's CPNI policies require fint the Company obtain customer agproval through written, oral or
electronie methods In compliance with Rule 64.2007. A eustorer's approval or disapproval remaing in
effect until the custorner revokes or tinits the approval or disapproval. The Company mainiains records
of customer approval (whether written, orgl or electronic) for a wminknnm af one year.

{0 Use of Opt-Out ard Opt-in dpproval Processes. A telecommunications carrier may, subject
to opt-out approval or opt«i approval, use its customer’s individually identifisble CPNI for the purpose of
marketing communications-related gervices {0 that customer, A telecommunicaiions carrier may, subject to
opt-out appraval or opt-in approval, disclose its customer’s individually identifieble CPNY, for the purpose
of marketing communlcations-related services fo that customer, 1o its agents and its affiliates that provide
communications-related services. A telecommunications carrier may also permit such person or entities to
oblain access to such CPNI for such purposes. Except for use and disclosure of CPNI thet is permitted
without ousiomer approval under section §64.2008, or that is described in this paragraph, or as otherwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommurications carvier

may only use, disclose, or permit access o its costomer's individually 1dentifishle CPNI subject to opt-in
approval,

The Company does wot use CPNI for any purpose (Including marketing commnunications-reluted
services) and does not disclose or gramt access to¢ CPNY to any parly (incinding to agents or affiliates that
provide communications-relaied services), except as permitted under 47 USC. § 222(d) and Rule
64.2005.
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Section 64.2008 Notiee required for use of custorer proprietary network information,

{8) Norification, Generally. (1) Pror w amy solicitatlon for customer approval, =
telecommmunications carrier xoust provide notification to the customer of the ctstomer’s right to restrich use
of, disclose of, and access to that customey’s CPNIL

(2) A telecommunications cartier must maintain records of notification, whether oral, written of

BISHITORIG, TOF ot ea6t One year.

() Individual notice to customers must be provided when solicliing approval o use, disclose, or
permit socess to customers’ CPNIL

(0) Contert of Novice. Customer notification must provide sufficient information to enable the
customer to make an informed declsion as fo whether fo permit a cerrler to use, disciose, or permit access
to, the customer’s CPNL

(1} The notificrtion must state that the customer has a right, and the carrier hag a duty, under
federal Iaw, to protect the confidentlality of CENI,

(2) The notification must specify the types of Information that constitute CPNI and the specific
entities that will recelve the CPNI, describe the purposss for which CPNY will be used, and inform the
custosner of his or her right to disepprove those uses, and deny or withdrew access to CPNI at any time.

{3) The notification must advise the custonier of the precise steps the enstoreer must take in order
o grant or demy access to CPNJ, and wmst cleasly siate that a dendal of approval will not affect the
provigion of any services to which the customer subscribes, However, carriers may provide a brief

statement, in a clear and nevtral language, describing consequences directly resuling from the lack of
acoesy to CPNI.

{(4) The notification must be comprehensible and must not be misleading.

(5) X written notification s provided, the notice mmst be clearly legible, use sufficiently large
type, and be placed in an arca 30 a5 to be readily apparent to a customer,

(6) If any portion of a notification s trénslated info another language, then all portions of the
notification must be translated into that languege.

(’J) A carrier may state In the notification that the customer's approval to use CPNI may enhance
the caerier’s ability to offer products and setvices tailored to the customer’s eeds. A carrier also may state

in the notification that it may be compelled to dzsclose CPNI o any person upon afficmative written request
by the customer.

{8) A carrler may not inciude In the notification any statement atiempting to encourage a customer
to foeze third-party access to CPNL

{9) The notification must state that any epproval, or denial of approval for the use of CPNI
outside of the service to which the customer already subscribes from that carrier is valid ontil the customer
affirmatively revokes or limits such approval oy denial.

{10 A telecommunicafions oarier’s solicitation for approval must be proximate to the
notification of s customer’s CPNI rights,

The Company’s CPNI policies reguire fhal customers be notificd of thelr vights, and the Company's
obligations, with respect to CPNI prior to any soliciigtion for customer approval. Al required custormer
wotices (whether weitten, oral or elecironic) comply with the requiraments of Rule G4.2008. The



Company muinteins records of alf requived customer notices (witether writien, oral or electronic) for o
mindman of one year,

{d) Notice Requirements Specific to Opt-Ont. A telecommunications cawmfer mmst provide
notification to obfain opt-out epproval tixough elecwonie or written methods, but not by ora
communication (except s provided in paragraph (D of this section). The contents of any such notification
must comply with the requirements of paragraph {¢) of this section.

(1) Carders must wait a 30-day minimum period of time after giving customers notice and an
oppertunity to opt-out before assuming customer approval to use, disclose, or petmit access to CENL A
catrier may, in #s disoretion, provide for a longer period. Casrlers must notify custormers as to the
applicable waiting period for a response befare approval is assumed.

(i) In the oase of an electronic form of notification, the waiting period shall begin to mn from the
date on which the notification was sent; and

(i) Tn the case of notification by matil, the walting peried shall begin to rua on the third day
foltowing the date that the nofification was mailed.

(2) Cerviers using the optout mechanisim must provide notloes to thelr customers every two
years, ‘

(3) Telecoramunications carriers that use e-mail to provide opt-out notices must comply with the
following requirements in addition to the requirements generatly applicable to notification:

(i) Carriers must oblain express, verifizble, prior approval from consumers to send notices via ¢-
mail regarding their servioe in geteral, or CPNI in particular;

() Carriers must alow customers to veply directly to e-mails containing CPNI notices in order to
opi-out;

(iffy Optout e.mail notices that are returned to the carrier as undeliverable must be sent to the
-customer in another form before carrters may consider the customer to have received notice;

{iv) Carrlers that uss e-mail to send CPNI notices must ensure that the sabject line of the tnessage
clearly and accurately dentifies the subject matter ¢ the e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt-out that
is of ne additionsl cost to the customer and that is available 24 hours a day, seven days a woek., Carriers
may satisfy this requirerent through 2 combination of methods, so long as all customers have the ability to
opt-out at no cost and are able to effectunte that choice whenever they choose.

The Company does not currently soliclf "opt ous® customer approvel for the use or disclosure of CPNL
The Company does not use CPNI for any purpose {including markeling communications-related
services} and dees not disclose or grant aceess fo CPNI to any party (including to agents ov affiliates that

provide commumications-related services), except as permitted under 47 DS.C. § 222d) and Rule
64.2005.

{e} Notice Reguirements Specific lo Opt-In. A telecommunications carrier may provide
notification to obtaln opt-in approval through oral, weltien, or electronic methods. The contents of any such
netification must comply with the requirements of paragraph (o) of this section.

The Company does not currently solleit "opt In" customner approval jor the wse or disclosure of CPNI,
The Company does not nse, disclose or grant access to CONIE jor auy purpose, to any party or in any
muanper that wosld require a customer’s “opt In" approvat under the Comuission’s CPNI Rules.



{£) Notice Requirements Specific to One-Time Use of CPNI. {1) Carriers may nse oral notice to
obtafn limited, one-time vse of CENI for lnbound and outbound cystomer telephone contasts for the

durationof the call, regardless of whether carrlers use opt-out or opt-is approval based on the natare of the
contact,

(2) The contents of any such nottfication must comply with the requirements of paragraph {¢} of
this section, except that telecommunications carciers may omit any of the following notice provisions if not

TeYevant f0 the 1inited IRe TOr WHIGH the cartie? S6oks LUNT:

(i} Carriers need not advise custorers that if they have opted-gut previonsly, no action is needed
to maintain the opt-out election;

(ily Carriers need not advise customers that they may share CPNI with their affiliates or third
parties and need not narne those entities, if the Yimited CPNI usage will not result in use by, or disclosure
{0, an 2ffiliate or third party; :

(1)) Carrlers need not disclose the means by which a customer con deny or withdraw fiture access

te CPNY, so long as carriers explain to customers that the scope of the approval the cartier seeks is lmited
to one-time use; and

{iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or

deny acoess to CPNI, as long as the carrier clemrly communieates that the customer can deny access to his
CPNI for the sali.

I instances where the Company secks one-time castorer approval for the use or disclosure of CPNI,

the Company obtains such approval b accordance with the disciosures, methods and reguirements
contalned in Rule 2008(H,

Section 64,2009 Safeguards required for use of custorwer propriefary network information.

(&) Telecomrmnications cerriers must implement a system by which the status of a customer’s
CPNI approval can be clearly established prior to the use of CPNL

The Compuny’s billing system allows authorized compay persormel o easily determine the sintus of a
custormer’s CPNY approval on the customer account soreen prior 1o the use or disclosure of CPNI.

(b) Teleconununications carriers maust trajn thelr personnef as to when they are and are not
authorlzed fo use CPNI, and cerriers must have an express disciplinaty process in place,

The Company has established CPNI complionce poBicies that include employes tralning ow restrictions
on the use and disclosure of CPNY and required safeguards fo protect ugainst unouthorized wse or

disclosure of CPNE  Ewnployees understand the CPNI policies and a violation of those policies will
resall in disciplinary action.

(s} Al carrlers shail maintain a record, electronically or in some other manmer, of their own and
their affillates’ sales and marketing campaigns that use their customers’ CPNI. All carriers shall maintain a
record of all instances where CPNI was disclosed or provided to third parties, or where third parties were
atlowed access to CPNI. The record must include a deseription of each campaign, the specific CPNI that
was used In the campaign, and what products and services were offered as a part of the campaign. Cerriery .
shall retain the record for & minknum of one year.

The Company’s CPNY pollcies require that alf seles and marketing campuigns including those utltiying
CPNY be recorded and Rept on file for of leust one year. Records are also meinteined for disclosure or
access fo CPNI by third parties. The records Inchede the required fnformation listed I Rule 64.2009(c),



(@ Telecommunications carvlers must establish a supervisory veview process vegarding carrier
comphlance with the rules in this subpatt for out-bound mearketing situations and meintain records of carrier
compliance for 2 minimom period of one year, Speoifically, sales personnel must obiain supervisory
approval of any proposed out-bound marketing request for customer approval,

The Company’s CPNI policles require employees to obtaln approvel from the Company's CPNI
Compliance Offfver for all marketing coompaigns, including those wtifizing CPNI, prior to initiating that

campaign, Record of the markerng campaigns, along with the approprinte supervisory approval Is
maintained for «f least oxe yoir.

(&) 4 telecommunications carrier must have an officor, as an apent of the carrier, sign and file
with the Commission a compliance certificate on an annual basis. The officer must state in the certification
that he or she hag persopal knowledge that the company has esteblished operating procedures that ace
adequate fo ensure compliance with the rules in this subpart. The camier roust provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or i not in
compliance with the rules in this subpat. In additfon, the carrder must inclade an explavation of any
actions taken against data brokers and = summary of all customer compleinis received in the past year
concerning the wauthorized release of CPNL This filing must be made annvally with the Enforcerent
Burezy on or before Mereh 1 in EB Docket No, 06-36, for data pertaining to the previous calendar year.

The required officer ce}(gﬁcation, actions taken against date brokers and summaty of costomer
complaint docurmerts are inclnded with this eccompanying statement.  The Company will file these
decuments on an annnal basis on or before March 1 for duta perteiving to the previous ealendar year,

(f) Carriers must provide wrilten notice within five business days to the Comrmission of eny
instance where the opt-out mechenisms do not work properly, to such a degree that consumers® inability to
opt-out is more than an anomaly.

(1) The notice shall be in the form of 2 lelter, and shall include the carrier’s name, 2 description of
the opt-out mechanism{s) used, the problems(s) expatienced, the remedy proposed and when it will befwas
implemented, whetber the relevant state commission(s) has been notified and whether i has taken any
action, o copy of the notive provided to customers, and contact information,

{2} Such notice must be submitted even if the cander offers other methods by which consumers
may opt-out,

The Company does not carvently soliclt “opt ont” customer approvel for the use or disclosure of CPNI,
Section 64.20%0 Safeguards on the disclosare of customer propigtary network information.

(a) Sufeguarding CPNI. Telecommuaications carriers must take yeasonable measures to discover
und protect against atterapts 10 gein unauthorized access to CPNI  Telecommunications carriers must

properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone comtact,
online account access, or ah in-store visit,

The Company’s CPNI policies and employee fraining include reasonable measnres to discover and
protect aguinst activily that is indicatlve of pretexting and employees are Instricied to nefify the CPNY
Complignce Officer if any such astivity is suspecied.

{by Telephone access to CPNI Telecommunications carriers may only disclose call detail
information over the telephone, based on customerdnitiated telephone contact, If the customer first
provides the carrier with a password, as described in paregraph (o) of this section, that is not prompted by
the carrier asking for readily available biographical information, o account information. If the customer
does not provide & password, the telecommunications carrier may only disciose call detall information by
sending # to the customer’s address of record, or, by calling the customer at the telephone number of
record, If the customer is able to provide call detail Information to the telecommunications cartler during a



custorner-initiated call without the telecommunications carrier’s sssistance, then the telecommunications
carrier is permitted to discuss the call detall information provided by the customer,

The Company’s CPNI policies ensure that « customer is only able fo access call devail inforimation over
the telephone in one of the ways lHsted in Rule 64.201000). If fhe customer cannot remember thelr
password, they wre promplted fo answer @ secuvity guestion. Neither fhe pussword nor the securify
qrestion ere based on rendily available blographical information oy account informatdon. Customer

service representatives are instructed 1o authenticate customers over the telephone fn ol instances except

in the case where the casiemer provides the cull detail Wformation withont the ussistence of the
Company. '

(¢) Online access to CPNI, A telecomemunioations carrier must authenticate a castomer without
the nse of readily avallable biographjcal information, or account information, prior to allowing the
custorner online access to CPNI related to a telecommuntications service scoount. Once authenticated, the
customer may only obiala oniine aceess to CPNY related to a telecommunications service #ocount trough a

password, as described in paragraph (¢) of this sectlon, that is not prompted by the carrler asking for readily

available biographical information, or account information,

The Company’s customers ave access to their account online upon entry of an access code which is not

linked to readily available account information,
{d) In-Store ascess to CPNL A telecommunications carvier may disclose CPNI o & customer

who, at z cardler's retail location, first presents o the telecommunications currier or Its agent & valid photo
1D matching the oustomer's acovunt information,

The Company does not have a retail location,

(&) FEstablishment of a Password and Back-up Authentication Methods for Lost or Forgowen
Passwords. To establish 2 password,  telecomemunications careier must anthenticate the customer without
the use of readily available biographical information, or account information. Telecommunications catriers
may create a back-np onstomer authentication method in the svent of a Jost or forgotten password, but such
back-up customer authentication method may not prompt the customer for readily available biographical
Information, or account information. If 2 customer cannot provide the correct password or the correct

response for the back-up customer authentication method, the customer must establish a new password as
desoribed in this paragraph.

‘ The Company’s CPNI policies allow for u few ways lo esiublish « password, all of which ensure
compliance with the above paragraph. Euch method also altows the customer (o establish ¢
secnrity question In the event that thep forgef their puassword, In vo event does the Company use readily

avalioble blographical fnformation or account Informarlon as a back-up question or as o weans o
establish @ passward or authenticute the customer,

(f) Nofification of account changes. Tolecommunicatlons carriers must notify customers
immediately whensver a password, customer response to a back-up means of anthentication for lost or
forgotien passwords, online account, or address of record is created or changed. This notification is not
vequired when the customer initlates service, including the selection of a password at service Initintion,
This notification may be through a carrier-originated voicemail or text message 1o the telephone number of

record, or by mail to the address of record, and must not reveal the changed nformation or be seat to the
new account information.

The Company’s billing system generates o naoiification letter when any of the fields listed i Rule
64.201000) is created or changed, The Cornpany imumedintely mneils out the notification to the address of
record (never i itew adiress) when reguired by Rule 64.2010(40. The vonient of the notiflcation complies
with the requirements of Rule 64.2010(0.



{(g) Business Customer Exemption. Telscommunications ocarriers may blnd themselves
confractually to authentication regimes other than those described in this section for services they provide
to thelr boginess customer that bave both a dedicated acoount represeniative and a contract that specifically
addresses the oarriers’ protection of CPNL

The Company does not utilize the business oustamer exception af this time,

Section 64.2011 Notiication of customer proprietary network Mnformafion security
breaches.

(a) 4 velecommunications carrier shall notify law enforcement of a breach of its customers’ CPNI
as proyided in this section, The carvier shelf not notify it customers or discloss the breach publicly,
whether voluntarily or under stete or Iocal law or these rules, until it has completed the process of notifying
Iaw enforcement pursuant to paragraph (b).

(&) As soon as practioable, and In 5o event Iater than seven (7) business days, after reasouable
determipation of the breach, the telecommunications cartfer shall clectronically netify the United States
Seoret Sepvice (US8S) and the Federa) Burean of Investigation (FRY) through & central reporting facility.
The Commission will meintain a Hok to the reporting faciiity at http:/fwww.fee.cov/eb/opni.

(1) Notwithstanding amy state law fo the contrary, the carrier shall not notify customers or
disclose the breach 1o the public until 7 full business days have passed after notifieation to the USSS and
the FBI except as provided in paragrapbs (2) and (3).

{2y If the carrier believes that thers is an extracrdinarily urgent peed to notify any class of affested
enstoxners sooner than otherwise allowed wnder paragraph (1}, in order to avold Immediate and irreparsble
hatm, it shall so Indicate in its notification and my proceed fo immediately notify its affected customers
only afier consultation with the relevant invesiigating agency. The carrier shall cooperate with the relevant
investigating agency’s request to minimize any adverse effects of such customer uotification.

(3) If the relevant investigating sgency determines that fhe public disclosure or notive o
seugtomers would finpede or compromise an ongoing or potential criminal nvestigation or national security,
such agency may direct the carrier not to so disclose or notify for en initial period of up to 30 days. Such
period may be extended by the agency a5 reasoneble necessary in the judgment of the agency. If such
direction is given, the agenoy shall notify fhe carrier when it appears that pablic disclosure or notice to
affected customers will no longer impede or compromise a eriminal investigation or national seourity. The
agency shall provide in writing its initial direction to the cewmier, atty subsequent extension, and ary
notification that notice will no looger impede or compromise & criminel investigation or national security

and such writings shall be contemporansously logged on the same reporting facility that contains records of
notifications filed by cerriers,

(¢} Racordkesping. All carriers shall maintain a record, electronically or in some ofher mammer, of
any breaches discovered, notification made to the USSS .and the ¥BI pursvact to paragraph (b), and
notification made to customers. The record mnst include, if available, dates of discovery and notification, 2
detailed description of the CPNI that was the subject of the breach, and the ciroumstances of fhe breach,
Carriers shall retain the record for & minimurm of 2 years,

The Co:t‘zpany has policies and procedures in place to ensure complionce wih Rule 64,2011, When it is
reasonably detersined that « breach has ocewrred, the CENI Complimice Qfficer will notify law
enforcement and ifs customer in e required timefrarmes, A record of the breach wiil be muintuined for
o minhnum of two years and will clude all information required by Rule 64.2011



